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Overview

• Board of Regents has established standards for managing user 
accounts with a focus on employee access to systems.

• UGA implemented a standard on July 1, 2013, for critical or 
sensitive systems.

• System owners, data stewards, DNLs and data users all have a 
responsibility to ensure that we comply with this standard.
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UGA Implementation - Basics

• System owner: The senior person in the organization 
responsible for the application or service and for ensuring it 
delivers value to the organization. 

• BlueCat/Proteus: IP Address Manager used to collect 
information on critical and sensitive systems.

• Departmental Network Liaisons (DNL): Designated primary 
contacts in a department for network issues or for computer 
security incident response.
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UGA Implementation - Basics

Data Steward
• Designated person in a functional area responsible for data in an 

information system being read, used, created, collected, reported, 
updated or deleted, and the technology used to do so.

• Establishes procedures to facilitate data access and ensure security for 
their information system.

• May be the same as the system owner.
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USG IT Handbook Standards



UGA Implementation Procedures
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Unit responsibilities Procedure

DNLs must report sensitive and critical systems and 
the system owner.

1. Identify and classify information systems and 
system owners in BlueCat/Proteus.

System owners and data stewards are responsible for 
maintaining this user list. Only authorized users should
be allowed access to information systems. See UGA’s 
Data Access Policy for acceptable authorization 
guidelines. 

2. Maintain an up-to-date user list.



UGA Implementation Procedures
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Unit ResponsibilitiesProcedure

System owners and data stewards are responsible for 
permission and access levels of users in systems. Data 
stewards must maintain a documented process for 
granting approval and authorizing access.

3. Procedural and technical access controls.

*Please note that process documentation may need 
to be updated due to changes in HR processes and 
DW reporting

The Minimum Security Standards for Sensitive Systems outlines requirements for 
preventing and detecting unauthorized use. 



UGA Implementation Procedures
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Unit responsibilitiesProcedure

The Data Access Policy outlines roles and 
responsibilities for access to a system.

4. System owners, data stewards and users share 
responsibility in preventing unauthorized access to 
USG systems.

Data stewards must have a procedure to review and 
verify appropriate access every 6 months.

5. Review access every 6 months.

Reports are available for data stewards to help identify 
required access changes.

6. Update access to systems with position changes 
and terminations.



Process – OIR Website
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Process – OIR Website
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Subscription Report
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Subscription Report
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REDACTED



Data Definitions
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DefinitionData Element

Date that the action took effectNew Effective Date

TER=Terminated RET=Retired DTA=Data ChangeNew Job Action Code

P=primary S=secondaryJob Indicator

Position Number and Position Description (i.e., working title)Position No Description



Active Employees List
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REDACTED

VPN 02 and AD Group 
access required to access

SAP0
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SAP0 Paul needs to update
Sara Ann Pauff, 2022-02-03T21:09:26.988



Department Changes Report
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The logic behind the Department 
Changes report has been revised 
to include only active individuals 
who are currently seated in 
positions that changed HR 
departments.
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LW0 [@Allan J Aycock] I added wording about the changes to this report.  
Lynn Latimer Wilson, 2024-02-12T18:23:09.840



Job History
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Notifications
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• A weekly email (Tuesdays) is distributed as a reminder to update 
your systems based on the information provided in Employee 
Change file. The email will come from oir@uga.edu and the subject 
is “Employee Change File.”



How do I request access?
• Department and other unit heads should work to ensure that 

data stewards, their designees, or individuals who are 
responsible for provisioning and removing employee account 
access to IT systems have access to the Employee Change File.

• These individuals can request access via the Employee Change 
File Access Request Form.
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How do I subscribe to the report?



Campus Responsibilities
• System owners and data stewards:

• Review your current process and documentation to validate that it 
encompasses the changes in HR processes and DW reporting.

• Request and view files to gather information on the users who have left the 
university or have changed roles.

• Keep user list, procedures for user authorization and authentication, and 
documentation on regular access reviews. Only authorized users should be 
allowed access to information systems.

• Follow timing requirements for personnel changes as specified in the USG IT 
Handbook.

• Department Network Liaisons (DNLs)
• Report critical and sensitive systems in BlueCat/Proteus.
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Contact Information

• Email: adminfo@uga.edu

• Resources:
• About Account Standards: EITS Access Services Webpage
• BOR Account Standards File: OIR Website
• Data Management Website: Data Management Website
• USG IT Handbook: USG IT Handbook
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